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Disinformation

Information Activities

INFORMATION DISORDER

HARMFUL

Mis-Information Dis-Information Mal-Information

False Connection False Context Leaks

Misleading Content Imposter Content Harassment
Manipulated Content Hate speech
Fabricated Content




Disinformation

Nothing new...

Modern Political Warfare

Current Practices and Possible Responses

linda Rebnien, Tedd C Molmu:, Rophoel §. Coren, Allezo Nadey,

Anceew Radin, Modelne Mogavson Kotyo Migochevo
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O Why is if in vogue -

E. BRUCE GOLDSTEIN

Disinformation has been COGNITIVE
around for ages. PSYCHOLOGY ’»

What is new, is... FHEHH

1. Cognitive Psychology LREE LY s idoids

2. Inception of cyberspace i
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Cognitive Psychology

Heuristics and Biases

e Social Pressure.
(Conformity Bias —
Group Pressure - Asch
1953)

e Obedience to Authority
(Milgram 1963)

e Anchoring (Tversky &
Kahneman1974)
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InNformation Environment
Version 2.0 - Cyberspace

Groups and audiences

Psyche (will, perception, behaviour)

Virtual personas

Virtual objects

Physical network infrastructure

Physical objects and persons

Geographical locations

© van Haaster




Cyberspace |

New target surface

Virtual Persona Layer

Logical Layer

Physical Network Layer

Pope Francis &
179 pasts

Pope Francis &
@Fontitex

Welcome to the official Twitter page of His Holiness Pope Francis

Blfelife]
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Subversion: Elections

New Actions

THE 2017 FRENCH
PRESIDENTIAL ELECTIONS

A Political Reformation?

L's take back control
@ Votg Leave
N . e ﬁ SV

=

referendum
results

D2 /A2 voling ASthsts repanting

D {vg‘ 3 ) 1:
“ﬁt-
5|S|R

E o i ﬁ LAFR ‘ d nce
E \ "R RAY4 N Ensemble,

2 @ l Ia France

£\ Le Pen

REMAIN
4811%

FCNNUKreferendum

Macron
66.1%

UK REFERENDUM

BREXIT
&

) 33.9%




Cyberspace

The Afttributes

e New Surface Layers
e New AcTivities

e New Actors

e No Gate Keepers

e Every one Is producer
& consumer of data

e Agenda Setfing for all
(belingcat)

belléngcat

15
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How does It worke

Disinformation as part of Influence Operations

Understand

Conscious

-
D)
3
g.
Q

No action

No viable
alternative

Biased Autonomous
Judgment Decision

sno1osuoogNng)

N
[ ]



How does It work?e

The periferal route

‘A lifetime’ th of wisdom’
SYS T E M 1 SYS T E M 2 Stcs'lcnel)l.nllsitsl,“:oo-;uth(?r o‘:;rsmkct)):o]mits

Intuition & instinct Rational thinking

The International
@ Bestselle;~

r’/

Takes effort
[ o4
Logical

Lazy
Indecisive

Source: Daniel Kahneman

Elaboration Likelihood Model

Central Route
y Processing
Ny

Thinking,
Fast and Slow
Daniel Kahneman

Sy

<
%
Peripheral Route
Processing

o 4 Elaboration

Winner of the Nobel Prize




How does it work?

Create Doubt



How does It work?e
And Manipulate

e Anti EU sentiment/ Scape-goat
e Link to unemployment/ fear for migrants

Let’s take
The EU blocks our ability \ bﬁ:k co ntro I

are joining the EU

GOOD NEWS?7? to speak out and

PROTECT polar bears! ‘ #
l 1II|'I. r‘l = - ,: YW E

5 Ml“f w;:

&
Let’s give our NHS the

£350 million .

the EU takes every week The EUs resticting s fomuneashing the Kindof

innovation which creates jobs and grows our economy, U ARN MORE
W\/\ o \Vote Leave, take co
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Legal Framework

Disinformartion




On Non-Intervention

— Tweet

bettemidler &
@BetteMidler

Trump wants to buy #Greenland? Let’s make him find
it on a map first.

3:58 AM - Aug 16, 2019 - Twitter for iPhone

« Violation of prohibition of intervention
o Domain -reserved domain
o Nature — coercion

= Deliberate intent

= Undermine understanding and
decision-making

Change of policy



On Non-Intervention

The Domaine Reserve




Violation of territorial integrity
o Domain - territory (public and private)
o Nature -

= Physical damage
= Functional damage
= Below functional damage

USE OF
FORCE

Violation of political independence
o Domain —inherently governmental functions
o Nature - (nho damage required)

= |nterference

= Usurpation
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Legal Ambiguity

IT remains...

TALLINN
MANUAL 2.0
ON THE
INTERNATIONAI
LAW
APPLICABLE TO
CYBER

OPERATIONS

Comparative Survey
of the two UN-based processes on responsible behaviour in cyberspace




Legal Ambiguity

On Sovereignty in Cyberspace

Sovereignty Sovereignty
as rule and as... still on

principle “the fence”

Sovereignty
as principle

“pure” De Minimis
) Non Curat
Sovereignty Lex

+ m—




Legal Ambiguity

Attributes and Aftribution

, Anonymous
@YourAnonOne

The Anonymous collective is officially in cyber war

against the Russian government. #Anonymous
#UKraine

11:50 PM - Feb 24, 2022 - Twitter for iPhone

17.3K Retweets 2,416 Quote Tweets 84.7K Likes

»
«a

STARLINK

~=: Aaowin
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